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APNIC Whois
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• Object in the APNIC whois containing contact information of 
network administrators responsible for receiving network 
abuse reports

• As a result of prop-079 at APNIC 29, APNIC implemented 
mandatory IRT references on 8 November 2010

• Aimed to provide a more accurate and efficient way for abuse 
reports to reach the correct contact



Incident Response Team (IRT) object
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Implementation details
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• Implemented from 1 July 2019
– All email addresses in IRT objects
– Validation process by a human 

• Frequency
– Every time the object is updated
– Validated at least every six months

• Demonstrate abuse mailbox
– Is monitored by a human
– Is responsive to legitimate reports

• Failure to validate
– After 15 days object is marked invalid in 

whois
– After 30 days restricted access to 

MyAPNIC
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IRT object name

Unique validation link
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Step 1: Validation email
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Step 2: Confirm validation



Step 3: Review in MyAPNIC
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Implementation status
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Phase One

• Includes validation of IRTs associated with parent resource 
records

• Created new escalation mailbox (escalation-abuse@apnic.net)

Phase Two

• Includes IRTs associated with customer assignments

• Resolved some issues encountered during phase one



Some stats
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As of the last 6 months
• 15836 IRTs referenced in resources

• 9623 email validation requests issued

• 5995 email validation requests confirmed

• 62.3% validation rate



Road blocks
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• Software bugs
– Errors with updating IRT email addresses
– Whois remarks not being updated
– Validation status not updating in MyAPNIC

• UX/UI considerations
– Difficult to navigate
– Process is long and confusing



Final phase
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• MyAPNIC restriction reinstated

• Add ‘abuse-c’ attribute to Whois records

• Resolve any other issues encountered

• Report back to community at APNIC 50



Feedback from members
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University/CERT:
'These emails are not reports of abuse. They are a form of 
spam and waste resources that could be devoted to 
legitimate complaints to the abuse address.'



Feedback from members (cont’d)
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Government department:
'This is not a good policy. We are a government department 
and are encouraged not to click on links containing potential 
phishing tactics.’

‘We have multiple team members who are monitoring and 
would under real world situations, respond to a potential 
abuse situation (we have done so in the past). We deal with 
real people, not email links.'



Feedback from members (cont’d)
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Large service provider:
‘This is a distribution group that goes to a team of over 100 
people and this list is changing. They have processes in 
place for intelligently handling emails and this is outside of 
their norm.
They do not have to do this for any other RIR. For all of the 
other RIR's, as the owner, I can go in and validate through 
the portal. I do not need to return or click on the link through 
email.'



Considerations
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• Do you feel this policy should be amended?

• Is it too harsh to restrict MyAPNIC access after 30 days?

• Should the validation process occur every 6 or 12 months?



Questions or comments?
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