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Why RPKI

• 99% of all mis-originations are accidental:
• Pakistan/Youtube.
• MainOne/Google.
• Init7 at DE-CIX.
• AS7007 incident of April, 1997.
• e.t.c.

• Won’t solve AS_PATH attacks.
• Demo’d by Anton Kapela & Alex Pilosov at DEFCON 2008.
• Solution is Path Validation.
• Still years away.
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RPKI Validation

• There are a number of free validation tools:
• RIPE NCC RPKI Validator.
• Dragon Research RPKI Toolkit.
• Relying Party Security Technology for Internet Routing (RPSTIR).
• Routinator (NLnet Labs).
• RTRlib.
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RPKI Validation
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Live Network

tinka@er-01-jnb.za-re0# run show validation session
Session                                  State   Flaps     Uptime #IPv4/IPv6 records
105.16.aaa.b                             Up          1 2w1d 21:17:43 103943/17348
105.16.ccc.d                             Up          0 2w1d 23:02:53 103943/17348
2c0f:feb0:X:Y::Z Up          1 2w1d 21:17:42 103943/17348
2c0f:feb0:U:V::W Up          0 2w1d 23:02:53 103943/17348

{master}[edit]
tinka@er-01-jnb.za-re0#
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Live Network

6



Live Network
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Things To Look Out For

• ARIN TAL (Trust Anchor Locator):
• The ARIN TAL does not ship with RP tools.
• Users must first specifically agree with ARIN’s RPA (RP Agreement).
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Things To Look Out For

• RIPE NCC Validator Memory Requirements:
• Default memory settings may lead to a crash.
• Increase ”Maximum” memory to at least 4GB.
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Things To Look Out For – IOS/IOS XE Doing Its Own Things
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Things To Look Out For – IOS/IOS XE Doing Its Own Things
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Things To Look Out For – IOS/IOS XE Doing Its Own Things
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Things To Look Out For – IOS/IOS XE Doing Its Own Things

• Over iBGP sessions on IOS and IOS XE, all routes are ”Valid”.
• Violates Section 4 of RFC 8481 and Section 2 of RFC 6811:
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Things To Look Out For – IOS/IOS XE Doing Its Own Things
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Things To Look Out For – Junos Opaque Community Bug

• For use-cases where RPKI state is transmitted in BGP communities.
• Junos will not send the BGP community values correctly.
• The issue is fixed in the following releases:

• 17.4R3.
• 18.2R3.
• 18.4R2.
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Things To Look Out For
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RPKI for Africa

Will Drop Invalids 1st April, 2019
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Thank You
Q&A

mark.tinka@seacom.mu
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